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Or. A, Sinkcrv, Chairman 

Mr. f. C. Austin 

Mr. H. L* Clark 

Mr. R. A. Diboa 

Or. 3. tullback 

Mr. M. Mathmra, Jr. 



Mr. Lao Rosen 
Mr. A. V. Smll 
Mr. C. R. Stumors 
Captalu V. C. Washcoe 
Mr. C. C. Wright 



Captain Washcoe opened tha negating by stating that It cane about at 
tha request of Mr. Wright. Ha raported that a papar entitled "Evaluation 
ef Security" had bean prepared in Security Division and was about bo be 
SOOrdinatad within Security Division and would later be circulated through- 
out the Agency, BAD Division has stated that the ever all problra of 
security is a bit broad for then. The immediate problems for discussion 
were set forth by Mr. Wright in tha announcement of the nesting (TSB A), 
and the seating was turned over to his. 

Mr, Wright opened the discussion by stating that the sain question 
was "that la security'?", realising, of course, that security IsnM the 
Sane for each echelon. Laboratory security la R A D Division* ■ oily con* 
eem. They are responsible for the development of the shipment cnly* 

Captain Washcoe suggested that Mr. Basil tell the group of h m expert- 
ancee with regard to laboratory and field security. Hr. Smll said he bad 
found that after a war has been going on for about a year, and th<> fronts 
are more or less stabilised, a first approximation is a one to ono ratio. 
Whan the next war occurs, ci phony will have advanced to where very nearly 
laboratory conditions will be provided in the field in each corps area. 

For instance, tha 5th A nay Group in Italy had its own intercept radio and 
analysis groups within an area of 25 or 30 miles from the front. Various 
Signal companies were combined, working in 2 or 3 trailers, and tie equip- 
ment in the trailers was modified to suit their various conditions. In 
answer to paragraph 2, Mr. Small estimated that a good unit for rsference 
would actually be 3 or 4 trailers of equipment and probably 40 men, with 
5 or 6 different tents. Dr. Xullbaok then stated that if a SIGJIP were 
supplied to each company, the aaount of traffic carried would certainly tie 
Up a lot of enemy personnel. It wae pointed out that if we intercept ad 
traffic of this sort we would have to determine what it was worth — a large 
crew or a small crew. Security depends on these factors. Dr. Slhkov said 
that if all other factors are equal, the enemy attacks that system which 
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requires less peopl sj hewsver, th« enemy would not hssitate if it nesded 
the inf ermation . *r. Saadi emphasised that ws mist either taka the position 
that the en emy is limited in personnel or else take the position that he 
has unlimited personnel, and he felt that Security Division should tale it 
for granted that we assume he is unlimited. If we were fighting defers ivcly 
and being poshed back, security would cone •snowbal lin g downhill" and thie 
is a danger that we most foresee* 

Hr. Rosen said that in the laboratory solution you have two irreducible s-- 
a*n and length of tins, the sore people— tha faster the solution* “flierefcrs, 
the transfer to the field amounts to additional people and a faster solution* 
Hr. Small added that it would depend on the state of the war. Hr. Austin 
farther added that aa chinas are susceptible to human errors and that this wist 
also be considered in setting the hours of security. Hr* bright replied that 
rules are set up to take care of the latter) but, nevertheless, the ratio 
of laboratory to field security has now been reduced to less than ana » 

Hr* Wright reported that on the basis of the request R S D Division 
made of Security Division regarding use of the TDS principle, R ft D Division 
is now devising a method of determining how the scrambler ie to be male, its 
weight, its security in length of time, etc* A lD-unlt acre.nbler is pre- 
sently being used, and it has been decided that 100 units would be the maxi* 
W OW that could be utilised* The problem now Is to ohoose the proper value 
between 10 and 100 elements and still maintain the 15 pounds* 

Dr. fallback said ho thought the best guide for develo] iwint on the 
AM/gSQ-4 would be sons definite indication fron the people for whom It ia 
being developed whether they would prefer more security or less weight. Dr. 
Slnkov stated that the around Forces have been complaining that they have 
bad no indication of what progress we have made on the cryptographic plan 
(Siam) . He suggested that they be provided with a statement of the 
difficulties on the Aff/GSQ-4 and sdvised that we can give them lucres aed 
security if they will permit the weight limitation to be raised, Mr, Small 
added that ws still would not be able to state the security. Captaii Waahcoe 
brought up the fact that the question of weight is governed by AR 85C-25. 

The military characteristics are what someone would like to have, we strive 
toward them, and one of the three following results is obtained— (1) He can 
fully meet military requirements j (2) Military requirements are met only 
fairly well, but the result is much better than anything presently known j 
&r (3) He oan be so far from military requirements that thoy will hi.ve 
nothing to do with it. Hr. Small replied that all we can do Is to gkve the 
U*er an estimate of the security if the field conditions are "such and such," 
and that under special conditions, ths security will not be as great » 

Hr. Small also asked If the use of TDS could be eliminated. Hr. 

Mathews then raised the question of whether we are going to do anything 
and whether we are going to spend sore money If It will never be any good. 

Dr* Slnkov asked If the TDS sod converter equipment combined would b > secure* 
Hr. Mathews replied that the two dimensions, frequency and time position, 
are more or leas unrelated in the two boat equipments. 
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Dr» Sink or Mid that what na are searching for is soae equati'w or 
weighting Method, so we can arrive at sons nasber for designating recurity. 

At the wowant we have no sure-fire Method of determining It, as thcore are 
All kinds of factors tending to invalidate any result* Hr. Wright stated 
that Most of the variables had been eliminated, and Mr. Snail replied that 
this is the best that oan be done* hr. Small then asked if there ts»»t sons 
agreement that could be reached between the two divisions, to permit reach- 
ing *oa« sort of conclusion. We Must consider security against tho seemingly 
best enemy, and we rest assures that he has equipment as good as ou-s. If 
that is so * field security can never be greater than laboratory sesurity* 

Captain Washcoo stated that we have nothing now that is suitable for 
the AW/GSQ-4, and asked if the S1GJIP ia good enough in the me&ntlie. The 
Ground forces do want equipment, and in the event of another war, vs must 
have sane device to use. Captain Washcoo further stated that he considers 
the SJGJTP a failure because it does not work, rather than because it does 
not provide enough security, Mr. g^tin raised the question of whether we 
should make the SIGJXP better or design a new Machine, 

Captain Washcoo continued that ws have to think— "Would this device 
give then eonathing or would they be better off without It?” The information 
handled by the device, transmitted under proper controls and proper rules, 
would be tactical information not having long range value. It aipht, however, 
offer information which would later be transmitted in a higher security system, 
thus giving a break Into the higher system. Information transmitted by low 
echelons would be of a nature that would not require a long period of security. 

Hr. Austin brought up the question of conferences between regiments, 

7 fbapasios, and platoons in battle. Captain Waahcoe stated that a net would 
be set up enabling this to be dose. Mr. Wright asked for a definition of 
( "radio net." Captain Wsshcoe replied that a net consists of seve -al stations, 

/ one being the central station. "A", the central station, can talc with *B M 

i And "C*, and "B" and *C" can talk with each other. The point was brought up 
that if the latter is true, it actually is a conference. Dr. Sin cov replied 
that if W B I * and *C* cauldnH talk to each other, operation would be very 
) limited . 

lb. Wright brought up an entirely different problem, involving the 
factors in a. and b. of paragraph 3. The inherent security of the AN/TRA-16 
is In the technique of transmission, provided that the enemy is rot in the 
line of the transmission beam. Hr. Small said that the Germans bad estimated 
two years security on beam teletype, but we were able to collect the traffic 
and read it to great advantage. It was stated that the problem in the 
Al/TRA-16 is the recording of the Material. The only way the trcffic can bo 
Interpreted is by listening to the plain text. Any security evaluation will 
have to be made when the problem of recording the traffic Is sol ir ed. Hr. 

Ik thews stated that there was no point in discussing 3a. and 3b. on the basis 
Of the foregoing discussion. Mr. Small Added that line of sight transmission 
beamed on the horison would bo out of the question unless it waa infra-red. 





fix* Sinkov drew tha follow lag conclusions! RID Division has within 
ths laboratory a method of Baking a sta tenant regarding tha ratio involved 
in eonsidaring the eecurityj Security Division must hare something to pro- 
ride tha around Forces In the ray of equipment In tha near future > wa will 
do tha best we can to meet alii tar/ characteristics and giro the best security 
we can, Sr, Clark added that no natter what decision was wale now, w» would 
•till be faced with the sane problen with the Air Forces. The Air Forces 
very definitely hare a transmission problem. 

Captain Waahcoe stated that Integrated equipment directly ties together 
tbs security and transmission elements. The AH/T8A-16 is In itsslf sa Inte- 
grated. piece of equipment. An opinion had been expressed bj Hr. Friedman that 
an Integrated equipment could be described as an equipment with all Its parts 
functioning as a unit in such a way that the complete equipment would cease 
Operating if the cryptographic* feature were removed. The Air Forces disagree 
with this interpretation because they do not want to consider radio equipment 
as cryptographic equipment, Fevor theless, this is the ASA definition as it 
now stands, and Staff is defending it* Mr, Mathews stated that the AH/trA- 16 
would not function without the key generator, but that it could be vcdlfied 
so as to make possible a key seating whioh would raduce the affect of the 
«rypto-medbani.<i<a to aero. Captain Waahcoe added that a plain wafer could 
also be thrown in end that it would produce the same effect. 

Mr, Wright closed the meeting by stating that the only solution is to 
do the best we can on tho SIQJIP, Dr. Sinkov said the whole problem of field 
versus laboratory security would be set aside, and Captain Waehcoe added that 
RAD Division could go through with their estimates and indicate tie laboratory 
security afforded. 
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COffEREJiCB 0900 Tuesday, 24 September 1946, Kdna 1010-A 
Requested by Mr. Wright of B ft D Bivlsiuo 



1. Object 1» to obtain a criterion of suffloient security for low 
and medium grad* eiphony and el fax eye toms. 

ft. General - Sat up tentatively a polioy «uf f i< i mtly dt finite 
to fire us a firat approximation for correlating "laboratory security* with 
•field security* , it 1» realised that in the final analysis, specific 
equipments rill have to be considered individually-, 

h, At present, we badly need a definite minimum "laboratory 
eecurity* requirement for AW/OS} -4. 

2. We would lilce to standardise the unit used in stating "laboratory 
security,* We feel that this unit eight well be defined in terse >f a 
normal field group which would be assigned to solving the traffic !'roo 
properly recorded Intercept, l.e. 2 sen and 1,000 lba. of equip*»mt 
alght be a reasonable unit. 

3. Considerations which most necessarily be considered to determine 
the correlation between "field security* end "laboratory security*,, 

a, Suppose the equipment was limited exclusively to very high 
frequency radios by its design and therefore transmission would alrays be 
line of sight except In very unusual instances. 

b« Certain types of modulation, notably pulse modulation ^ might 
greatly increase the problems of recording and playing bark intercept. This 
comes about because of the high speed recording medium necessary ard the 
fteed for accurately timed recordings to make playback possible. 




